
Encryption:
- XOR with a sequence generated by an encryption key.

Data hiding:
- divide encrypted pixels in sets A, B, U;
- select groups of pixels from A and B based on a data hiding key;

Joint method:
- add control bits for BCH² error correction;
- embed A in stage 1 and B in stage 2;
- embed bit 𝑏 by flipping the t bit plane of the selected group:

𝑃𝑡
′ =  

~𝑃𝑡 , 𝑖𝑓 𝑏 = 1
𝑃𝑡 , 𝑖𝑓 𝑏 = 0

Separate method:
- replace the t bit plane parity value of the selected group with 𝑏 (by

maintaining or flipping the corresponding bits);
- the groups must contain an odd number of pixels.

Data extraction & image restoration:
- predict groups of A based on U and of B based on U and restored A;
- predicted values are used for bit flipping detection.
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Joint and separate vacating room after encryption reversible data
hiding in encrypted images (RDH-EI) inspired by the Wu & Son scheme¹.

Original features: two stages of embedding, partition in 3 sets, median
based prediction, error correction, data hiding by parity value flipping.

Introduction

Experimental Results

 Outperforms the RDH-EI scheme of Wu & Sun;

 BCH codes → better tradeoff between capacity, watermarking
distortions and decoding errors;

 image partition & two staged embedding → capacity
improvement;

 Parity value flipping → distortion reduction.

Conclusions
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